HSHQDC-09-R-00133-Cyber Ops Wiki System

Description

This 1s a combined synopsis/solicitation for commercial items prepared in accordance with the
format in Subpart 12.6, as supplemented with additional information included in this notice. This
solicitation, HSHQDC-09-R-00133, is being issued as a Request for Proposals (RFP). Proposals are
being requested and a written solicitation will not be issued. Provisions and clauses in effect through
Federal Acquisition circular 05-24 are incorporated into this RFP. This requirement is a set-aside for
a service disabled veteran owned small business (SDVOSB) with a North American Industrial
Classification System (NAICS) code of 541512. The applicable size standard is 25 million. The
Department intends to procure a Cyber Ops Wiki System using commercial off-the-shelf products
(COTS). The anticipated period of performance is twelve (12) months.

Offers are due by 12:00 PM (EST) on September 18, 2009. Offers may be submitted via email to
Andrea.C.Evansi@dhs.gov.

I. PRICING SCHEDULE
See Attachment A

II. STATEMENT OF WORK
See Attachment B

IIL. Vendor’s Questions in Response to the Draft Statement of Work
See Attachment C

IV. CLAUSES

FAR Clauses incorporated by reference:

52.212-3 Offeror Representations and Certifications—Commercial Items; 52.212-4 Contract Terms
and Conditions—Commercial Items; and 52.212-5 Contract Terms and Conditions Required to
Implement Statutes or Executive Orders—Commercial Items are incorporated by reference. In
addition, pursuant to 52.212-5 the following clauses are also incorporated by reference to implement
provisions of law or executive orders applicable to acquisitions of commercial items: 52.219-6
Notice of Total Small Business Set-Aside; 52.219-8 Utilization of Small Business Concerns;
52.219-27 Notice of Total Service-Disabled Veteran-Owned Small Business Set-Aside; 52.219-

28 Post-Award Small Business Program Rerepresentation; 52.222-3 Convict Labor; 52.222-19
Child Labor — Cooperation with Authorities and Remedies; 52.222-21 Prohibition of Segregated
Facilities; 52.222-26 Equal Opportunity; 52.222-35 Equal Opportunity for Special Disabled
Veterans, Veterans of the Vietnam Era, and Other Eligible Veterans; 52.222-36 Affirmative Action
for Workers with Disabilities; 52.222-37 Employment Reports on Special Disabled Veterans,
Veterans of the Vietnam Era, and Other Eligible Veterans; 52.222-39 Notification of Employee
Rights Concerning Payment of Union Dues or Fees; 52.223-16 IEEE 1680 Standard for the
Environmental Assessment of Personal Computer Products; 52.225-13 Restrictions on Certain
Foreign Purchases; 52.232-30 Installment Payments for Commercial Items; 52.232-33 Payment by
Electronic Funds Transfer — Central Contractor Registration; 52.239-1 Privacy or Security
Safeguards; 52.222-41 Service Contract Act of 1965; 52.222-42 Statement of Equivalent Rates for
Federal Hires.



Clauses in Full text:

52.212-1 Instructions to Offerors—Commercial Items.

(a) North American Industry Classification System (NAICS) code and small business size
standard. The NAICS code and small business size standard for this acquisition is 54152. However,
the small business size standard for a concern which submits an offer in its own name, but which
proposes to furnish an item which it did not itself manufacture, is 500 employees.

(b) Submission of offers. Submit signed and dated offers to the office specified in this solicitation
at or before the exact time specified in this solicitation. Offers should include the following:
(1) The solicitation number,
(2) The time specified in the solicitation for receipt of offers;
(3) The name, address, and telephone number of the offeror;
(4) A technical description of the items being offered in sufficient detail to evaluate compliance
with the requirements in the solicitation. This shall include the following:

a) A description of a commercial off the shelf or Government off the cyber ops wiki system (no
more than ten (10) pages) which can satisfy the requirements outlined in the statement of work.

b) Quality Control Plan

(5) A completed Price Schedule, which is found in Attachment A of the solicitation, including the
identification of any discount terms;

{6) "Remit to" address, if different than mailing address;

(7) Representations and certifications. [f the offeror has completed the annual representations
and certifications electronically at http://orca.bpn.gov, the offeror shall complete only paragraph (j)
of the provision 52.212-3 Offeror Representations and Certifications — Commercial Items. If the
offeror has not completed the annual representations and certifications electronically at the ORCA
website, the offeror shall only complete paragraphs (b) through (i) of this provision.

(8) Acknowledgment of Solicitation Amendments (if applicable);
(9) The offeror shall address the extent to which they participate in the E-Verify Program.

Firms may register for the E-Verify Program on-line at:
https://www.vis-dhs.com/employerregistration/

This site provides instructions for completing the Memorandum of Understanding (MOU) required
for official registration in the E-Verify Program.



Offerors may obtain additional information about E-Verify by visiting the U.S. Citizen and
Immigration Services (USCIS) website at:

http://www.dhs.gov/e-verify or by calling USCIS at 1-888-464-4218.

(10) Past Performance information: The offer shall include past performance information on at
least three (3) contracts that occurred within the past three (3) years for the same or similar work.
The offeror shall identify contracts (including Federal, State and local government and private) for
efforts similar to this requirement. The offerors shall also submit a list of all relevant, recent DHS
on-going contracts under which the contractor has performed for at least a year

Reference information for all identified contracts shall be provided as follows:

(a)  Contract Number (b) Description of Services (¢)  Name of a person familiar with the
offeror's performance under the contract (include telephone numbers) (d)Agency or organization (e)
Original and final dollar amounts (f) An indication as to whether or not the contract was completed
on time and within budget, and an explanation of any failure to do so. Also, the offeror should
describe any negative performance issues and corrective actions taken.

(5) I the offer is not submitted on the SF 1449, include a statement specifying the extent of
agreement with all terms, conditions, and provisions included in the solicitation. Offers that fail to
furnish required representations or information, or reject the terms and conditions of the solicitation
may be excluded from consideration.

(c) Period for acceptance of offers. The offeror agrees to heold the prices in its offer firm for
30 calendar days from the date specified for receipt of offers, unless another time period is specified
in an addendum to the solicitation,

(d) Late submissions, modifications, revisions, and withdrawals of offers.

(1) Offerors are responsible for submitting offers, and any modifications, revisions, or
withdrawals, so as to reach the Government office designated in the solicitation by the time specified
in the solicitation. If no time is specified in the solicitation, the time for receipt is 4:30 p.m., local
time, for the designated Government office on the date that offers or revisions are due.

(2)(i} Any offer, modification, revision, or withdrawal of an offer received at the Government
office designated in the solicitation after the exact time specified for receipt of offers is “late™ and
will not be considered unless it is received before award is made, the Contracting Officer determines
that accepting the late offer would not unduly delay the acquisition; and—

(A) If it was transmitted through an electronic commerce method authorized by the
solicitation, it was received at the initial point of entry to the Government infrastructure not later
than 5:00 p.m. one working day prior to the date specified for receipt of offers; or

{B) There is acceptable evidence to establish that it was received at the Government
installation designated for receipt of offers and was under the Government’s control prior to the time
set for receipt of offers; or

(C) If this solicitation is a request for proposals, it was the only proposal received.

(i1) However, a late modification of an otherwise successful offer, that makes its terms more
favorable to the Government, will be considered at any time it is received and may be accepted.



(3) Acceptable evidence to establish the time of receipt at the Government installation includes
the time/date stamp of that installation on the offer wrapper, other documentary evidence of receipt
maintained by the installation, or oral testimony or statements of Government personnel.

(4) If an emergency or unanticipated event interrupts normal Government processes so that
offers cannot be received at the Government office designated for receipt of offers by the exact time
specified in the solicitation, and urgent Government requirements preclude amendment of the
solicitation or other notice of an extension of the closing date, the time specified for receipt of offers
will be deemed to be extended to the same time of day specified in the solicitation on the first work
day on which normal Government processes resume.

{5) Ofters may be withdrawn by written notice received at any time before the exact time set for
receipt of offers. Oral offers in response to oral solicitations may be withdrawn orally. If the
solicitation authorizes facsimile offers, offers may be withdrawn via facsimile received at any time
before the exact time set for receipt of offers, subject to the conditions specified in the solicitation
concerning facsimile offers. An offer may be withdrawn in person by an offeror or its authorized
representative if, before the exact time set for receipt of offers, the identity of the person requesting
withdrawal 1s established and the person signs a receipt for the offer.

(e) Contract award (not applicable to Invitation for Bids). The Government intends to evaluate
offers and award a contract without discussions with offerors. Therefore, the offeror’s initial offer
should contain the offeror’s best terms from a price and technical standpoint. However, the
Government reserves the right to conduct discussions if later determined by the Contracting Officer
to be necessary. The Government may reject any or all offers if such action is in the public interest;
accept other than the lowest offer; and waive informalities and minor irregularities in offers
received. ‘

(D) Multiple awards. The Government may accept any item or group of items of an offer, unless
the offeror qualifies the offer by specific limitations. Unless otherwise provided in the Schedule,
offers may not be submitted for quantities less than those specified. The Government reserves the
right to make an award on any item for a quantity less than the quantity offered, at the unit prices
offered, unless the offeror specifies otherwise in the offer.

(g) Availability of requirements documents cited in the solicitation.

(1)) The GSA Index of Federal Specifications, Standards and Commercial Item Descriptions,
FPMR Part 101-29, and copies of specifications, standards, and commercial item descriptions cited
in this solicitation may be obtained for a fee by submitting a request to—

(GSA Federal Supply Service Specifications Section
Suite 8100

470 East 1.’Enfant Plaza, SW

Washington, DC 20407

Telephone (202) 619-8925
Facsimile (202) 619-8978.



(i1) If the General Services Administration, Department of Agriculture, or Department of
Veterans Affairs issued this solicitation, a single copy of specifications, standards, and commercial
item descriptions cited in this solicitation may be obtained free of charge by submitting a request to
the addressee in paragraph (1)(1)(i) of this provision. Additional copies will be issued for a fee.

(2) Most unclassified Defense specifications and standards may be downloaded from the
following ASSIST websites:

(i) ASSIST (http://assist.daps.dla.mil).

(ii} Quick Search (hitp://assist.daps.dla.mil/quicksearch).

(1i1) ASSISTdocs.com (http://assistdocs.com).

(3) Documents not available from ASSIST may be ordered from the Department of Defense
Single Stock Point (DoDSSP) by—

(1) Using the ASSIST Shopping Wizard (http://assist.daps.dla.mil/wizard):

(i1) Phoning the DoDSSP Customer Service Desk (215) 697-2179, Mon-Fri, 0730 to 1600
EST; or

(111) Ordering from DoDSSP, Building 4, Section D, 700 Robbins Avenue, Philadelphia, PA
19111-5094, Telephone (215) 697-2667/2179, Facsimile (215) 697-1462.

(4) Nongovernment (voluntary) standards must be obtained from the organization responsible

for their preparation, publication, or maintenance.

(h) Data Universal Numbering System (DUNS) Number. (Applies to all offers exceeding $3,000,
and offers of $3,000 or less if the solicitation requires the Contractor to be registered in the Central
Contractor Registration (CCR) database.) The offeror shall enter, in the block with its name and
address on the cover page of its offer, the annotation “DUNS” or “DUNS+4" followed by the DUNS
or DUNS+4 number that identifies the offeror’s name and address. The DUNS+4 is the DUNS
number plus a 4-character suffix that may be assigned at the discretion of the offeror to establish
additional CCR records for identifying alternative Electronic Funds Transfer (EFT) accounts (see
FAR Subpart 32.11) for the same concern. If the offeror does not have a DUNS number, it should
contact Dun and Bradstreet directly to obtain one. An offeror within the United States may contact
Dun and Bradstreet by calling 1-866-703-5711 or via the internet at http://fedgov.dnb.com/webform.
An offeror located outside the United States must contact the local Dun and Bradstreet office for a
DUNS number. The offeror should indicate that it is an offeror for a Government contract when

contacting the local Dun and Bradstreet office.

(i) Central Contractor Registration. Unless exempted by an addendum to this solicitation, by
submission of an offer, the offeror acknowledges the requirement that a prospective awardee shall be
registered in the CCR database prior to award, during performance and through final payment of any
contract resulting from this solicitation. If the Offeror does not become registered in the CCR
database in the time prescribed by the Contracting Officer, the Contracting Officer will proceed to
award to the next otherwise successful registered Offeror. Offerors may obtain information on
registration and annual confirmation requirements via the internet at http://www.ccr.gov or by
calling 1-888-227-2423 or 269-961-3757.




(G) Debriefing. If a post-award debriefing is given to requesting offerors, the Government shall

disclose the following information, if applicable:

(1) The agency’s evaluation of the significant weak or deficient factors in the debriefed
offeror’s offer.

(2) The overall evaluated cost or price and technical rating of the successful and the debriefed
offeror and past performance information on the debriefed offeror.

(3) The overall ranking of all offerors, when any ranking was developed by the agency during
source selection.

(4) A summary of the rationale for award;

(5) For acquisitions of commercial items, the make and model of the item to be delivered by the
successful offeror.

(6) Reasonable responses to relevant questions posed by the debriefed offeror as to whether
source-selection procedures set forth in the solicitation, applicable regulations, and other applicable
authorities were followed by the agency.

(End of provision}

52.217-9 Option to Extend the Term of the Contract. (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor
within 30 days; provided that the Government gives the Contractor a preliminary written notice of its
intent to extend at least 30 days before the contract expires. The preliminary notice does not commit
the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include
this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall
not exceed 2 years,

52.219-27 Notice of Total Service-Disabled Veteran-Owned Small Business Set-Aside
(May 2004)

{a) Definition. “*Service-disabled veteran-owned smail business concern”™—
(1) Means a small business concern—

(1) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in
the case of any publicly owned business, not less than 51 percent of the stock of which is owned by
one or more service-disabled veterans; and

(i1} The management and daily business operations of which are controlled by one or more
service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe
disability, the spouse or permanent caregiver of such veteran.

(2) “Service-disabled veteran™ means a veteran, as defined in 38 £.5.C, 101{2). with a
disability that is service-conmected, as defined in 38 1].S.C. 101(16).




(b) General.

(1) Offers are solicited only from service-disabled veteran-owned small business concerns.
Offers received from concerns that are not service-disabled veteran-owned small business concerns
shall not be considered.

(2) Any award resulting from this solicitation will be made to a service-disabled veteran-owned
small business concern.

(c) Agreement. A service-disabled veteran-owned small business concern agrees that in the
performance of the contract, in the case of a contract for—

(1) Services (except construction), at least 50 percent of the cost of personnel for contract
performance will be spent for employees of the concern or employees of other service-disabled
veteran-owned small business concerns;

{2) Supplies (other than acquisition from a nonmanufacturer of the supplies), at least 50 percent
of the cost of manufacturing, excluding the cost of materials, will be performed by the concern or
other service-disabled veteran-owned small business concerns;

(3) General construction, at least 15 percent of the cost of the contract performance incurred for
personnel will be spent on the concern’s employees or the employees of other service-disabled
veteran-owned small business concerns; or

(4) Construction by special trade contractors, at least 25 percent of the cost of the contract
performance incurred for personnel will be spent on the concern’s employees or the employees of
other service-disabled veteran-owned small business concerns.

(d) A joint venture may be considered a service-disabled veteran owned small business concern
if—

(1) At least one member of the joint venture is a service-disabled veteran-owned small business
concern, and makes the following representations: That it is a service-disabled veteran-owned small
business concern, and that it is a small business concern under the North American Industry
Classification Systems (NAICS) code assigned to the procurement;

(2) Each other concern is small under the size standard corresponding to the NAICS code
assigned to the procurement; and

(3) The joint venture meets the requirements of paragraph 7 of the explanation of Affiliates in
19.101 of the Federal Acquisition Regulation.

(4) The joint venture meets the requirements of 13 CFR 125.15(b)

(e} Any service-disabled veteran-owned small business concern (nonmanufacturer) must meet the
requirements in 19.102(f) of the Federal Acquisition Regulation 1o receive a benefit under this
program.

(End of clause)



52.227-14 Rights in Data—General.
As prescribed in 27.409(b)(1), insert the following clause with any appropriate alternates:

Rights in Data——General (Dec 2007)

(a) Definitions. As used in this clause—

“Computer database™ or “database means” a collection of recorded information in a form capable
of, and for the purpose of, being stored in, processed, and operated on by a computer. The term does
not include computer software.

“Computer software”™—

(1) Means
(1) Computer programs that comprise a series of instructions, rules, routines, or statements,
regardiess of the media in which recorded, that allow or cause a computer to perform a specific
operation or series of operations; and
(i1) Recorded information comprising source code listings, design details, algorithms,
processes, flow charts, formulas, and related material that would enable the computer program to be
produced, created, or compiled.
(2) Does not include computer databases or computer sofiware documentation.

“Computer software documentation™ means owner’s manuals, user’s manuals, installation
instructions, operating instructions, and other similar items, regardless of storage medium, that
explain the capabilities of the computer software or provide instructions for using the software,

“Data” means recorded information, regardless of form or the media on which it may be recorded.
The term includes technical data and computer software. The term does not include information
incidental to contract administration, such as financial, administrative, cost or pricing, or
management information.

“Form, fit, and function data™ means data relating to items, components, or processes that are
sufficient to enable physical and functional interchangeability, and data identifying source, size,
configuration, mating and attachment characteristics, functional characteristics, and performance
requirements. For computer software it means data identifying source, functional characteristics, and
performance requirements but specifically excludes the source code, algorithms, processes,
formulas, and flow charts of the software.

“Limited rights™ means the rights of the Government in limited rights data as set forth in the
Limited Rights Notice of paragraph (g)(3) if included in this clause.

“Limited rights data” means data, other than computer software, that embody trade secrets or are
commercial or financial and confidential or privileged, to the extent that such data pertain to items,
components, or processes developed at private expense, including minor modifications.

“Restricted computer software” means computer software developed at private expense and that is
a trade secret, 1s commercial or financial and confidential or privileged, or is copyrighted computer
software, including minor modifications of the computer software.



“Restricted rights,” as used in this clause, means the rights of the Government in restricted
computer software, as set forth in a Restricted Rights Notice of paragraph (g) if included in this
clause, or as otherwise may be provided in a collateral agreement incorporated in and made part of
this contract, including minor modifications of such computer software.

“Technical data” means recorded information (regardless of the form or method of the recording)
of a scientific or technical nature (including computer databases and computer software
documentation). This term does not include computer software or financial, administrative, cost or
pricing, or management data or other information incidental to contract administration. The term
includes recorded information of a scientific or technical nature that is included in computer
databases (Sce 41 U.S.C. 403(8)).

“Unlimited rights™ means the rights of the Government to use, disclose, reproduce, prepare
derivative works, distribute copies to the public, and perform publicly and display publicly, in any
manner and for any purpose, and to have or permit others to do so.

{b) Allocation of rights.

{1) Except as provided in paragraph (c¢) of this clause, the Government shall have unlimited
rights in—

(1) Data first produced in the performance of this contract;

(11) Form, fit, and function data delivered under this contract;

(i11) Data delivered under this contract (except for restricted computer software) that
constitute manuals or instructional and training material for installation, operation, or routine
maintenance and repair of items, components, or processes delivered or furnished for use under this
contract; and

(iv) All other data delivered under this contract unless provided otherwise for limited rights
data or restricted computer software in accordance with paragraph (g) of this clause.

(2) The Contractor shall have the right to—

(1) Assert copyright in data first produced in the performance of this contract to the extent
provided in paragraph (c)(1) of this clause;

(11) Use, release to others, reproduce, distribute, or publish any data first produced or
specifically used by the Contractor in the performance of this contract, unless provided otherwise in
paragraph (d) of this clause;

(1i1) Substantiate the use of, add, or correct limited rights, restricted rights, or copyright
notices and to take other appropriate action, in accordance with paragraphs (¢) and (f) of this clause;
and

(iv) Protect from unauthorized disclosure and use those data that are limited rights data or
restricted computer software to the extent provided in paragraph (g) of this clause.

(¢) Copyright—

(1) Data first produced in the performance of this contract.

(i} Unless provided otherwise in paragraph (d) of this clause, the Contractor may, without
prior approval of the Contracting Officer, assert copyright in scientific and technical articles based
on or containing data first produced in the performance of this contract and published in academic,
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technical or professional journals, symposia proceedings, or similar works. The prior, express
written permission of the Contracting Officer is required to assert copyright in all other data first
produced in the performance of this contract.

(i1} When authorized to assert copyright to the data, the Contractor shall affix the applicable
copyright notices of 17 U.S.C. 401 or 402, and an acknowledgment of Government sponsorship
(including contract number).

(i11) For data other than computer software, the Contractor grants to the Government, and
others acting on its behalf, a paid-up, nonexclusive, irrevocable, worldwide license in such
copyrighted data to reproduce, prepare derivative works, distribute copies to the public, and perform
publicly and display publicly by or on behalf of the Government. For computer software, the
Contractor grants to the Government, and others acting on its behalf, a paid-up, nonexclusive,
irrevocable, worldwide license in such copyrighted computer software to reproduce, prepare
derivative works, and perform publicly and display publicly (but not to distribute copies to the
public) by or on behalf of the Government.

(2) Data not first produced in the performance of this contract. The Contractor shall not,
without the prior written permission of the Contracting Officer, incorporate in data delivered under
this contract any data not first produced in the performance of this contract unless the Contractor—

(1) Identifies the data; and

(1i) Grants to the Government, or acquires on its behalf, a license of the same scope as set
forth in paragraph (c)(1) of this clause or, if such data are restricted computer software, the
Government shall acquire a copyright license as set forth in paragraph (g)(4) of this clause (if
included in this contract) or as otherwise provided in a collateral agreement incorporated in or made
part of this contract.

(3) Removal of copyright notices. The Government will not remove any authorized copyright
notices placed on data pursuant to this paragraph (¢). and will include such notices on all
reproductions of the data.

(d) Release, publication, and use of data. The Contractor shall have the right to use, release to
others, reproduce, distribute, or publish any data first produced or specifically used by the Contractor
in the performance of this contract, except—

(1) As prohibited by Federal law or regulation (e.g., export control or national security laws or
regulations);

{2) As expressly set forth in this contract; or

(3) If the Contractor receives or is given access to data necessary for the performance of this
contract that contain restrictive markings, the Contractor shall treat the data in accordance with such
markings unless specifically authorized otherwise in writing by the Contracting Officer.

(e) Unauthorized marking of data.

(1) Notwithstanding any other provisions of this contract concerning inspection or acceptance,
if any data delivered under this contract are marked with the notices specified in paragraph (g)(3) or
(g) (4) if included in this clause, and use of the notices is not authorized by this clause, or if the data
bears any other restrictive or limiting markings not authorized by this contract, the Contracting
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Officer may at any time either return the data to the Contractor, or cancel or ignore the markings.
However, pursuant to 41 U.S.C. 253d, the following procedures shall apply prior to canceling or
ignoring the markings.

(1) The Contracting Officer will make written inquiry to the Contractor affording the
Contractor 60 days from receipt of the inquiry to provide written justification to substantiate the
propriety of the markings:

(11} If the Contractor fails to respond or fails to provide written justification to substantiate
the propriety of the markings within the 60-day period (or a longer time approved in writing by the
Contracting Officer for good cause shown), the Government shall have the right to cancel or ignore
the markings at any time after said period and the data will no longer be made subject to any
disclosure prohibitions.

(111) If the Contractor provides written justification to substantiate the propriety of the
markings within the period set in paragraph (e)(1)(1) of this clause, the Contracting Officer will
consider such written justification and determine whether or not the markings are to be cancelled or
ignored. If the Contracting Officer determines that the markings are authorized, the Contractor will
be so notified in writing. If the Contracting Officer determines, with concurrence of the head of the
contracting activity, that the markings are not authorized, the Contracting Officer will furnish the
Contractor a written determination, which determination will become the final agency decision
regarding the appropriateness of the markings unless the Contractor files suit in a court of competent
jurisdiction within 90 days of receipt of the Contracting Officer’s decision. The Government will
continue to abide by the markings under this paragraph (e)(1)(iii) until final resolution of the matter
either by the Contracting Officer’s determination becoming final (in which instance the Government
will thereafter have the right to cancel or ignore the markings at any time and the data will no longer
be made subject to any disclosure prohibitions), or by final disposition of the matter by court
decision if suit is filed.

(2) The time limits in the procedures set forth in paragraph (e)(1) of this clause may be
modified in accordance with agency regulations implementing the Freedom of Information Act (5
U.S.C. 552) if necessary to respond to a request thereunder.

(3) Except to the extent the Government’s action occurs as the result of final disposition of the
matter by a court of competent jurisdiction, the Contractor is not precluded by paragraph (e) of the
clause from bringing a claim, in accordance with the Disputes clause of this contract, that may arise
as the result of the Government removing or ignoring authorized markings on data delivered under
this contract.

{f) Omitted or incorrect markings.

(1) Data delivered to the Government without any restrictive markings shall be deemed to have
been furnished with unlimited rights. The Government is not liable for the disclosure, use, or
reproduction of such data.

(2) If the unmarked data has not been disclosed without restriction outside the Government, the
Contractor may request, within 6 months (or a longer time approved by the Contracting Officer in
writing for good cause shown) after delivery of the data, permission to have authorized notices

1



placed on the data at the Contractor’s expense. The Contracting Officer may agree to do so if the
Contractor—

(1) Identifies the data to which the omitted notice is to be applied;

(i1) Demonstrates that the omission of the notice was inadvertent;

(111} Establishes that the proposed notice is authorized; and

(iv} Acknowledges that the Government has no liability for the disclosure, use, or
reproduction of any data made prior to the addition of the notice or resulting from the omission of
the notice.

(3) If data has been marked with an incorrect notice, the Contracting Officer may—-

(1) Permit correction of the notice at the Contractor’s expense if the Contractor identifies the
data and demonstrates that the correct notice is authorized; or
(1) Correct any incorrect notices.

(g) Protection of limited rights data and restricted computer software.

(1) The Contractor may withhold from delivery qualifying limited rights data or restricted
computer software that are not data identified in paragraphs (b)(1)(i), (ii), and (iii) of this clause. As
a condition to this withholding, the Contractor shall—

(1) Identify the data being withheld; and
(11) Furnish form, fit. and function data instead.

(2) Limited rights data that are formatted as a computer database for delivery to the
Government shall be treated as limited rights data and not restricted computer software.

(3) [Reserved]

{(h) Subcontracting. The Contractor shall obtain from its subcontractors all data and rights therein
necessary to fulfill the Contractor’s obligations to the Government under this contract. If a
subcontractor refuses to accept terms affording the Government those rights, the Contractor shall
promptly notify the Contracting Officer of the refusal and shall not proceed with the subcontract
award without authorization in writing from the Contracting Officer.

(1) Relationship to patents or other rights. Nothing contained in this clause shall imply a license to
the Government under any patent or be construed as affecting the scope of any license or other right
otherwise granted to the Government.

Alternate I (Dec 2007).

(g)(4)(1) Notwithstanding paragraph (g)(1) of this clause, the contract may identify and
specify the delivery of restricted computer software, or the Contracting Officer may require by
written request the delivery of restricted computer software that has been withheld or would
otherwise be entitled to be withheld. If delivery of that computer software is required, the
Contractor shall affix the following “Restricted Rights Notice” to the computer software and
the Government will treat the computer software, subject to paragraphs (e) and (f) of this
clause, in accordance with the notice:
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Restricted Rights Notice (Dec 2007)

{(a) This computer software is submitted with restricted rights under Government Contract

No. can not be determined at this time (and subcontract can not be determined at this time, if
appropriate). It may not be used, reproduced, or disclosed by the Government except as
provided in paragraph (b) of this notice or as otherwise expressly stated in the contract.

(b) This computer software may be-—

(1) Used or copied for use with the computer(s) for which it was acquired, including use at
any Government installation to which the computer(s) may be transferred;

(2) Used or copied for use with a backup computer if any computer for which it was
acquired is inoperative;

(3) Reproduced for safekeeping (archives) or backup purposes;

(4) Modified, adapted, or combined with other computer software, provided that the
modified, adapted, or combined portions of the derivative software incorporating any of the
delivered, restricted computer software shall be subject to the same restricted rights;

(5) Disclosed to and reproduced for use by support service Contractors or their
subcontractors in accordance with paragraphs (b)(1) through (4) of this notice; and

(6) Used or copied for use with a replacement computer.

(c) Notwithstanding the foregoing, if this computer software is copyrighted computer
software, it is licensed to the Government with the minimum rights set forth in paragraph (b) of
this notice.

(d) Any other rights or limitations regarding the use, duplication, or disclosure of this
computer software are to be expressly stated in, or incorporated in, the contract.

(e) This notice shall be marked on any reproduction of this computer software, in whole or in
part.

(End of clause)

52.212-2 Evaluation—Commercial Items {(Jan 1999)

(a) The Government will award a contract resulting from this solicitation to the responsible offeror
whose offer conforming to the solicitation represents the best value to the Government, price and
other factors considered. The following factors shall be used to evaluate offers:

Factor 1: Technical Capability: The offeror's demonstrated technical capability to meet the
Government's requirement.
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Factor 2: Past Performance: The offeror's demonstrated record, as confirmed by references,
of successful past performance of the same or substantially similar contract efforts including
quality of services or supplies, timeliness of performance and delivery, cost control and the
offeror's business relations.

Sources (i.e. Government databases or other individuals) other than those identified in the offeror's
proposal may be contacted/accessed by the Government. The Government may use the additional
information received in its evaluation of the offeror's past performance and responsibility
determination.

Technical and past performance, when combined, are significantly more important than the cost
or price. Although the proposed cost or price is not listed as an evaluation factor, it shall be
considered a significant criterion in the overall evaluation of proposals. The factors listed above
are in descending order of importance.

(b) A written notice of award or acceptance of an offer, mailed or otherwise furnished to the
successful offeror within the time for acceptance specified in the offer, shall result in a binding
contract without further action by either party. Before the offer’s specified expiration time, the
Government may accept an offer (or part of an offer), whether or not there are negotiations after its
receipt, unless a written notice of withdrawal is received before award.

(End of provision)

HSAR Clause 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE
EXPATRIATES (JUN 2006)

(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland
Security from entering into any contract with a foreign incorporated entity which is treated as an
inverted domestic corporation as defined in this clause, or with any subsidiary of such an entity. The
Secretary shall waive the prohibition with respect to any specific contract if the Secretary determines
that the waiver is required in the interest of national security.

(b} Definitions. As used in this clause:

Expanded Afiliated Group means an affiliated group as defined in section 1504(a) of the Internal
Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that section 1504 of
such Code shall be applied by substituting ‘more than 50 percent' for “at least 80 percent’ each place
it appears.

Foreign Incorporated Entify means any entity which is, or but for subsection (b) of section 835 of
the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for purposes of
the Internal Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted
domestic corporation if, pursuant to a plan (or a series of related transactions)-—
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(1) The entity completes the direct or indirect acquisition of substantially all of the
properties held directly or indirectly by a domestic corporation or substantially all of
the properties constituting a trade or business of a domestic partnership;

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the
entity 1s held—

(1) In the case of an acquisition with respect to a domestic corporation,
by former shareholders of the domestic corporation by reason of
holding stock in the domestic corporation; or

(11) In the case of an acquisition with respect to a domestic partnership,
by former partners of the domestic partnership by reason of holding a
capital or profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does
not have substantial business activities in the foreign country in which or under the
law of which the entity is created or organized when compared to the total business
activities of such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs (1),
(4), and (3) of section 7701(a) of the Internal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when determining whether a
foreign incorporated entity should be treated as an inverted domestic corporation.

(1) Certain Stock Disregarded. For the purpose of treating a foreign incorporated
entity as an inverted domestic corporation these shall not be taken into account in
determining ownership:

(1) Stock held by members of the expanded affiliated group which
includes the foreign incorporated entity; or

(i1) stock of such entity which is sold in a public offering related to the
acquisition described in subsection (b)(1) of Section 835 of the
Homeland Security Act, 6 U.S.C. 395(b)(1).

(2) Plan Deemed In Certain Cases. If a foreign incorporated entity acquires directly
or indirectly substantially all of the properties of a domestic corporation or
partnership during the 4-year period beginning on the date which is 2 years before the
ownership requirements of subsection (b)(2) are met, such actions shall be treated as
pursuant to a plan.

(3) Certain Transfers Disregarded. The transfer of properties or liabilities (including
by contribution or distribution) shall be disregarded if such transfers are part of a plan
a principal purpose of which is to avoid the purposes of this section.

(d) Special Rule for Related Partnerships. For purposes of applying section 835(b) of the Homeland
Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as provided in
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regulations, all domestic partnerships which are under common control (within the meaning of
section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership.

(e) Treatment of Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the
present value of all equitable interests incident to the transaction, as follows:

(1) warrants;

(i1) options;

(iii) contracts to acquire stock;

(iv) convertible debt instruments; and
(v) others similar interests.

(2) Raghts labeled as stocks shall not be treated as stocks whenever it is deemed
appropriate to do so to reflect the present value of the transaction or to disregard
transactions whose recognition would defeat the purpose of Section 835,

(7) Disclosure. The offeror under this solicitation represents that [Check one]: it is not a foreign
incorporated entity that should be treated as an inverted domestic corporation pursuant to the criteria
of (HSAR) 48 CFR 3009.104-70 through 3009.104-73;

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation
pursuant to the criteria of (HSAR) 48 CFR 3009,104-70 through 3009.104-73, but it has submitted a
request for waiver pursuant to 3009.104-74, which has not been denied; or

__1tis a foreign incorporated entity that should be treated as an inverted domestic corporation
pursuant to the criteria of (HSAR) 48 CFR 3609.104-70 through 3009.104-73, but it plans to submit
a request for waiver pursuant to 3009.104-74.

(2) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if a
waiver has been applied for, shall be attached to the bid or proposal.

HSAR Clause 3052.209-72 ORGANIZATIONAL CONFLICT OF INTEREST (JUN 2006)

(a) Determination. The Government has determined that this effort may result in an actual or
potential conflict of interest, or may provide one or more offerors with the potential to attain an
unfair competitive advantage. The nature of the conflict of interest and the limitation on future
contracting [“can not be determined at this time™] .

(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the
offeror, or (2) determine that it is otherwise in the best interest of the United States to contract with
the offeror and include the appropriate provisions to avoid, neutralize, mitigate, or waive such
contlict in the contract awarded. After discussion with the offeror, the Contracting Officer may
determine that the actual conflict cannot be avoided, neutralized, mitigated or otherwise resolved to
the satisfaction of the Government, and the offeror may be found ineligible for award.
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(¢) Disclosure: The offeror hereby represents, to the best of its knowledge that:

___ (1) It is not aware of any facts which create any actual or potential organizational conflicts of
interest relating to the award of this contract, or

__{2) 1t has included information in its proposal, providing all current information bearing on the
existence of any actual or potential organizational contlicts of interest, and has included a mitigation
plan in accordance with paragraph (d) of this provision.

(d) Mitigation. If an offeror with a potential or actval conflict of interest or unfair competitive
advantage believes the conflict can be avoided, neutralized, or mitigated, the offeror shall submit a
mitigation plan to the Government for review. Award of a contract where an actual or potential
contlict of interest exists shall not occur before Government approval of the mitigation plan. [f a
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in the
mitigation plan.

(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer may
require further relevant information from the offeror. The Contracting Ofticer will use all
information submitted by the offeror, and any other relevant information known to DHS, to
determine whether an award to the offeror may take place, and whether the mitigation plan
adequately neutralizes or mitigates the confliet.

(f) Corporation Change. The successful offeror shall inform the Contracting Officer within thirty
(30) calendar days of the effective date of any corporate mergers, acquisitions, and/or dive stures
that may affect this provision.

(g) Flow-down. The contractor shall insert the substance of this clause in each first tier subcontract
that exceeds the simplified acquisition threshold.

HSAR 3052.209-73 LIMITATION OF FUTURE CONTRACTING (JUN 2006)

{a) The Contracting Officer has determined that this acquisition may give rise to a potential
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited to
FAR Subpart 9.5--Organizational Conflicts of Interest.

(b) The nature of this conflict is [can not be determined at this time].
(¢) The restrictions upon future contracting are as follows:

(1) If the Contractor, under the terms of this contract, or through the performance of
tasks pursuant to this contract, is required to develop specifications or statements of
work that are to be incorporated into a solicitation, the Contractor shall be ineligible
to perform the work described in that solicitation as a prime or first-tier subcontractor
under an ensuing DHS contract. This resiriction shall remain in effect for a reasonable
time, as agreed to by the Contracting Officer and the Contractor, sufficient to avoid
unfair competitive advantage or potential bias (this time shall in no case be less than
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the duration of the initial production contract). DHS shall not unilaterally require the
Contractor to prepare such specifications or statements of work under this contract.

(2) To the extent that the work under this contract requires access to proprietary,
business confidential, or financial data of other companies, and as long as these data
remain proprietary or confidential, the Contractor shall protect these data from
unauthorized use and disclosure and agrees not to use them to compete with those
other companies.

HSAR Clause 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES (JUN 2006)

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems
connected to a DHS network or operated by the Contractor for DHS, regardless of location. This
clause applies to all or any part of the contract that includes information technology resources or
services for which the Contractor must have physical or electronic access to sensitive information
contained in DHS unclassified systems that directly support the agency's mission.

(b The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall
describe the processes and procedures that will be followed to ensure appropriate security of IT
resources that are developed, processed, or used under this contract.

(1) Within 02762:300 days after contract award, the contractor shall submit for approval its IT
Security Plan, which shall be consistent with and further detail the approach contained in the
offeror's proposal. The plan, as approved by the Contracting Officer, shall be incorporated into the
contract as a compliance document.

(2) The Contractor's IT Security Plan shall comply with Federal laws that include, but are not
limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the Government Information
Security Reform Act of 2000; and the Federal Information Security Management Act of 2002; and
with Federal policies and procedures that include, but are not limited to, OMB Circular A-130.

(3) The security plan shall specifically include instructions regarding handling and protecting
sensitive information at the Contractor's site (including any information stored, processed, or
transmitted using the Contractor's computer systems), and the secure management, operation,
maintenance, programming, and system administration of computer systems, networks, and
telecommunications systems.

(c) Examples of tasks that require security provisions include--

(1) Acquisition, transmission or analysis of data owned by DHS with significant replacement
cost should the contractor's copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the general public (e.g.,
such as bypassing a firewall).

(d) At the expiration of the contract, the contractor shall return all sensitive DHS information
and IT resources provided to the contractor during the contract, and certity that all non-public DHS
information has been purged from any contractor-owned system. Components shall conduct reviews
to ensure that the security requirements in the contract are implemented and enforced.

(e) Within 6 months after contract award, the contractor shall submit written proof of I'T Security
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed
according to the criteria of the DHS Sensitive Systemn Policy Publication, 4300A (Version 2.1, July
26, 2004) or any replacement publication, which the Contracting Officer will provide upon request.
This accreditation will include a final security plan, risk assessment, security test and evaluation, and
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disaster recovery plan/continuity of operations plan. This accreditation, when accepted by the
Contracting Officer, shall be incorporated into the contract as a compliance document. The
contractor shall comply with the approved accreditation documentation.

[End of Clause]

HSAR Clause 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006)
ALTERNATE I (JUN 2006)

{a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse,
disclosure, or unauthorized access to or modification of which could adversely affect the national or
homeland security interest, or the conduct of Federal programs, or the privacy to which individuals
are entitled under section 552a of title 5, United States Code (the Privacy Act), but which has not
been specifically authorized under criteria established by an Executive Order or an Act of Congress
to be Kept secret in the interest of national defense, homeland security or foreign policy. This
definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure
Information Act of 2002 (Title II, Subtitle B, of the lHomeland Security Act, Public Law 107-296,
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended, and any
supplementary guidance ofticially communicated by an authorized official of the Department of
Homeland Security (including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended,
and any supplementary guidance officially communicated by an authorized official of the
Department of Homeland Security (including the Assistant Secretary for the Transportation Security
Administration or his’her designee);

3) Information designated as "For Official Use Only," which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a person's privacy
or welfare, the conduct of Federal programs, or other programs or operations essential to the national
or homeland security interest; and

(4) Any information that is designated "sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures.

(b) "Information Technology Resources” include, but are not limited to, computer equipment,
networking equipment, telecommunications equipment, cabling, network drives, computer drives,
network software, computer software, software programs, intranet sites, and internet sites.

(c) Contractor employees working on this contract must complete such forms as may be
necessary for security or other reasons, including the conduct of background investigations to
determine suitability. Completed forms shall be submitted as directed by the Contracting Otficer.
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or subject
to other investigations as required. All contractor employees requiring recurring access to
Government facilities or access to sensitive information or IT resources are required to have a
favorably adjudicated background investigation prior to commencing work on this contract unless
this requirement is waived under Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on
the contract if the government deems their initial or continued employment contrary to the public
interest for any reason, including, but not limited to, carelessness, insubordination, incompetence, or
security concerns.
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(e) Work under this contract may involve access to sensitive information. Therefore, the
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless
authorized in writing by the Contracting Officer. For those contractor employees authorized access
to sensitive information, the contractor shall ensure that these persons receive training concerning
the protection and disclosure of sensitive information both during and after contract performance.

() The Contractor shall include the substance of this clause in all subcontracts at any tier where
the subcontractor may have access to Government facilities, sensitive information, or resources.

(g)  Before receiving access to [T resources under this contract the individual must receive a
security briefing, which the Contracting Officer's Technical Representative (COTR) will arrange,
and complete any nondisclosure agreement furnished by DHS.

(h) The contractor shall have access only to those areas of DHS information technology
resources explicitly stated in this contract or approved by the COTR in writing as necessary for
performance of the work under this contract. Any attempts by contractor personnel to gain access to
any information technology resources not expressly authorized by the statement of work, other terms
and conditions in this contract, or as approved in writing by the COTR, is strictly prohibited. In the
event of violation of this provision, DHS will take appropriate actions with regard to the contract and
the individual(s) involved.

(1) Contractor access to DHS networks from a remote location is a temporary privilege for
mutual convenience while the contractor performs business for the DHS Component. It is not a right,
a guarantee of access, a condition of the contract, or Government Furnished Equipment (GFE).

) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and
save DHS harmless from any unauthorized use and agrees not to request additional time or money
under the contract for any delays resulting from unauthorized use or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has been
granted by the Head of the component or designee, with the concurrence of both the Department's
Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their designees. Within
DHS Headquarters, the waiver may be granted only with the approval of both the CSO and the CIO
or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, Israel,
the Republic of the Philippines, or any nation on the Allied Nations List maintained by the
Department of State;

(2) There must be a compelling reason for using this individual as opposed to a U. S. citizen; and
(3 The waiver must be in the best interest of the Government.

)] Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after contract
award shall also be reported to the contracting officer.

[End of Clause]|

HSAR Clause 3052.242-71, DISSEMINATION OF CONTRACT INFORMATION
(DEC 2003)

The Contractor shall not publish, permit to be published, or distribute for public consumption, any
information, oral or written, concerning the results or conclusions made pursuant to the performance
of this contract, without the prior written consent of the Contracting Officer. An electronic or printed
copy of any material proposed to be published or distributed shall be submitted to the Contracting
Officer.
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HSAR Clause 3052-242-72 CONTRACTING OFFICER'S TECHNICAL
REPRESENTATIVE (DEC 2003)

(a) The Contracting Officer may designate Government personnel to act as the Contracting Officer's
Technical Representative (COTR) to perform functions under the contract such as review or
inspection and acceptance of supplies, services, including construction, and other functions of a
technical nature. The Contracting Officer will provide a written notice of such designation to the
Contractor within five working days after contract award or for construction, not less than five
working days prior to giving the contractor the notice to proceed. The designation letter will set forth
the authorities and limitations of the COTR under the contract.

(b) The Contracting Officer cannot authorize the COTR or any other representative to sign
documents, such as contracts, contract modifications, etc., that require the signature of the
Contracting Officer.

Advertisements, Publicizing Awards, and News Releases

All press releases or announcements about agency programs, projects, and contract awards need to
be cleared by the Program Office and the Contracting Officer. Under no circumstances shall the
Contractor, or anyone acting on behalf of the Contracior, refer to the supplies, services, or equipment
furnished pursuant to the provisions of this contract in any publicity news release or commercial
advertising without first obtaining explicit written consent to do so from the Program Office and the
Contracting Officer.

The Contractor agrees not to refer to awards in commercial advertising in such a manner as to state
or imply that the product or service provided is endorsed or preferred by the Federal Government or
is considered by the Government to be superior to other products or services.

PAYMENT SCHEDULE AND INVOICE SUBMISSION (FIXED PRICE)

(a) General. The Government shall pay the Contractor as full compensation for all work required,
performed and accepted under this contract, inclusive of all costs and expenses, the firm fixed-price
stated in the Price Schedule of this contract.

(b) Payment Schedule. Payment of the contract price will be made upon completion and
acceptance of all work unless a partial payment schedule is inciuded below.

** All partial payments are contingent upon the acceptance of all work by the Contracting
Officer Technical Representative (COTR).

(¢) Submission of Invoices. Invoices shall be submitted as follows-- original to the payment
office identified on the award document (e.g., in Block 12 on the SF-26 or Block 25 on the SF-33, or
elsewhere in the contract) and one copy each to the Contracting Officer Technical Representative
and Contracting Officer. To constitute a proper invoice, the invoice must include all items required
by FAR clause 52.232-25, "Prompt Payment." To assist the Government in making timely payments,
the Contractor is also requested to include on each invoice the appropriation number shown on the

21



contract award document (e.g., in Block 14 on the SF-26 or Block 21 on the SF-33). The Contractor
is also requested to clearly indicate on the mailing envelope that an invoice is enclosed.

(d) Contractor Remittance Information. The contractor shall provide the payment office with all
information required by FAR clause 52.232-33, "Mandatory Information for Electronic Funds
Transfer Payment,” 52.232.34, "Optional Information for Electronic Funds Transfer Payment,” or
other supplemental information (contracts for commercial services) as applicable.



